


Overview of
game hacking

You know the rules and so do |
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private ArtObjectInstance TomeCoverAo;
private ArtObjectInstance TomeBackAo;
private bool waslLowPass;
public static MenuCube Instance;
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tJ ' 'Method hooking

tj process

£ FAIDA G

session = frida.attach("solitaire.exe")
script = session.create script("""
Interceptor.attach(ptr(FUNCTION ADDRESS),

{

onEnter(args) {
args[0] = ptr("1337");

}
});
")
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ooking

Game Engine

ofg / <&

Beéplin hﬂd‘l’

UnityExplorer [r—

E—

Sateiite_Body
08_SmatNest_Body
08_Bsinors_Body
WhitaHoss_Body
Comat_Body
Nomairode_Body
HearthianMapSatal
Satuoisiand_Body
Gabbroship_Body

ConstrucsonYardisiand_Body

1 TowerTwin_Body
Uniagged
v
865.1796 27.074 26071
065.1796 27.074 260.71
0 108.8857 0
11

Children

08_PoneerDimension_Bady

$S_Debris_Body

0B_HubDimension_Body
D8_ExtOnlyDimension_Body

Moon_Body
TowerTwin_Body
VokcanicMoon_Body

Cannongarrel_Body
QuantumMoon_Body
Timbertieartn_Body
Y

[ —

Scene Loader

[Seiect o scane]
Load (Single)

Volumes_TowerTwn
Sanasohare_Draning
Amosphare_TowsrTw

AmblentLight_TowerTwn
Sector_TowerTwin
8 OrbeLine_TowerTwin
SupemovaEfieciC
m Shockiayer_TT
TT_TIME_LOOP_DEVICE
Spawns

ntroter_TT

” |

r— EXLT S
COCKP Loaded modern bundle for Unity 2019.4.27f1

Clear  OpenlogFis  Log Unity Debug?

Instantate

process






Procmon64

trickRs.001.animation=8

tricks.001.scoreModifier=100 ﬁwiﬂﬁgw

Ollie 197K+ keys used by a

process

X1 PERFECT! 197,568






#D Interception/modification of network packets



http://www.youtube.com/watch?v=PLAVmp5ky-k

Hacking games with
CheatEngine

" It's pronounced
Aine jean"




Memory scanner and debugger

Cheat Engine 7.5

FYFF3D0

Memory View
NG on
No description
No description
No description
No description
No description
No description
No description
No description
No description

A
28ADC7B33FC
ADCT7ECS544
28ADCBEB410
28ADCDE9528
28ADCDE9J6A0
28ADCFEC090
28ADC699BCO
28ADC7B3250
28ADD2C7CB8

ADD2D17F8

Float
Float
Float
Float
Float
Float
Float
Float
4 Byt

2.087934712E-43
4.593582483E-40
8.407790786E-45
-1.892436462E33
Nan

0

100004

1000000

New Scan 2 Next Scan Undo Scan

Scan Type|Increased value M Simple values only
Value Type

Il Compare to first scan
M Unrandomizer

¥ Enable Speedhack
Speed |1

Memory Scan Options

[

5]

Add Address Manually
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Memory scanner-and debugger

AutoAssembly and LUA
scripting

Hook :
retGetGamePlayers o:
readmem( retGetGamePlayers, 6 )

mov [LocalPlayer],rax

mov rcx, [rax+30]

test rcx,rcx
je short @f
mov [OakPlayerController],rcx
mov rcx, [rcx+488]
test rcx, rcx
je short @f
mov rcx, [rax+30]
mov rcx, [rcx+1988]
test rcx,rcx
je short @f
mov [OakDeveloperPerks],rcx
test byte ptr [rcx+C8],40
jne short @f
or byte ptr [rcx+C8],40

@e:
jmp retGetGamePlayers+6




ript, symbol)

1 success,disableInfo = autoA ble(script)

i ther rn nil, disableInfo end -- d
e 1 1 (symbol)

e Memory scanner-and debugger

[ENABLE]

aobscanregion(

o AutoAssembly and LUA [Z;:E]m“
scripting )

(start), (stop), bytestr)

(script, 'luaAOBScanRegior nbol* )

=}

r, module)

[ENABLE]

aobscanmodule ( luaAOBScanModuleSymbol,
registersymbol{luas anMo ymbol)
[DISABLE]

unregistersymbol {luaAOBScanModuleSymbol)
11):format(module, bytestr)

script, " luaAOBScanModuleSymbol®)
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Batman: Arkham Knight
v1.0-Update 2016.03.08 Plus 15 Trainer

AR/\]'\H_\N.

Num 1 INFINITE HEALTH

Memory scanner-and debugger G Now2  Baosus e Houm

Num 3 BatmosiLe INFINITE MissiLEs
X . Num 4 BATMOBILE INFINITE AFTERBURNER
MEeca EXPERIENCES
Ser Exp To Next Lever
INFINITE UPGRADE POINTS

AUtOASSGmbLy aﬂd LUA '_ - -? Freeze CountDown TIMER

Enemies CAN'T Move

SCrlptlﬂg - ONE HiT KiLL

ﬁ y : SAVE LocaTion
| TELEPORT
UNnDO TELEPORT
Game Process Name:
. , INSERT Super SPeeD (RUNNING/FLYING)
u < v PaceUp SupPEr SPEED (GAME SPEED)

GUI ‘trainer’ . generator Prabean Sk Mo

& = |'F1 Freeze CHALLENGE TIMER

Home DisaBLe ALL

Game not found, tr. it — @
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}u’alue:
B Hex .[l

Scan Type|Exact Value

Found: 153,518,055 (shown: 10,000,000)
Address Value




| Mew Scan |




‘ New Scan ‘

Value:

Found:4

Address |Value
15C0D. ..
15C0D. ..
15C0D. ..

15C0E.




‘ New Scan ‘

Value:

00000000
15C0DD859784 Bytes 20
15CODD859A(4 Bytes 20
15COEC83FD8 4 Bytes 20
15C0DD859CE4 Bytes 20

Change Value

what value to change this to?
4000

OK

%




|| coins 00000000
[ ] coins  15C0DD859784 Bytes 20

[ ] coins  15CODD859AC4 Bytes 20
| ] coins  15COEC83FD84 Bytes 20
[ ] coins  15C0DD859C84 Bytes 20

Change Value

what value to change this to?
4000

(o ]




Value:
value % 2 == 1 and value > previousvalue * 3|

W4 Lua formula

20
4 Bﬂes

Exact Value Lua formup.
4 Bytes Bl Not -

Memory Scan Options

All

Start |

Stop |
W4 Writable ] Executable

B CopyOnWrite

B Active memory only [%]
O Alignment

. Last Digits

R

0000000000000000)
DO007EFEEFEFFFEE)|

u Fast Scan| 4

[l Pause the game while scanning




health

lEQUDDH
15C0DD38
15C0DD8
15CcO0DD8

15C0ODDES

15C0DD85978

I.-ul I-ul
I.-ul I-ul
I.-ul I-ul

4 Bytes 1337

Qm) \. ..
N

B.




health 15C0DD85978 4 Bytes 1337

Display Type >+ 4 Byt::. dzﬂ.cimal
Prﬂtpct'REad Write AllocationBa ]

al_ll_lll::: i ?| _ D _ 2 I' a0 PlayeP

e LY c e health
94768000 348 i) strength
2510512 348 TtLN L L defense




health 15C0DD85978 4 Bytes 1337

Memory View | Tools Dissect data/structures

ODffset-description Address: Value

Player

health
strength
defense




[ | coins 00000000

[ ] coins  15C0DD859784 Bytes ? Reload game

Lose everything!

D coins 15CODD859A(4 Bytes 77
[ ] coins  15COEC83FD84 Bytes ?:
[ ] coins  15C0DD859C#4 Bytes ?7




Solution: search potentially static addresses
search for all code that points to the address

2216AF30F68 4 Bytes 58

Generate pointermap

; Add -1 01
Recursive 1 op [(Address ).+ 01]

scan

op [(Address - 2) +.02]
op [ (Address -3) +-03]

TFF7BB2E2724 - 48 03 41 08 - add rax,[rcx+08] RCX=000002216AF30F60
fFF/BB165E68 - 49 89 44 24 08 - mov [r12+08]rax R12=000002216AF30F60

TFF7BB1B9D40 - 49 8B 55 08 - mov rdx,[r13+08] R13=000002216AF30F60




Problem: too many results!

4 Bytes “| Pointer paths|230860

Base Address Offset 0  Points to:
"godot.windows.opt.tools.64.exe"+07212940 10

"godot.windows.opt.tools.64.exe"+071DEO70 60
"godot.windows.opt.tools.64.exe"+07212940 10
"godot.windows.opt.tools.64.exe"+071DE070 60




solution: rescan, and compare results

Filename Address
pointermap_coins5.scandata |i| 248C053F6ES

pointermap_coins3.scandata Iil 1D847EDC898

pointermap_coinsl.scandata Ii| 24?DF1D4E-DB|

4 Bytes ¥| Pointer paths 0

Base Address Offset 0 ' Points to:
"godot.windows.opt.tools.64.exe"+0717F820 3B8 2216AF30F68 = 206

coins 2216AF30F68 4 Bytes 74
pointerscan result P->2216AF30F68 4 Bytes 74




player _move():
collision("coin"

coins += 1
collision("door"):
has_key:

open_door()
button("down"):
crouch()




How to search for-a condition?: | Memory View | Tools ¥ Code Filter
code filter

Addresses executed since last filter operation:0

player move():
™ FomTae | if collision("coin"):
| From Disassembler | coins += 1

Load address list

Start —
Address List (46093) | From File | if collision ( "door" ) .

Address Executed if has key :
Tutorial-i386.exe.text+1BB5 No =

Tutorial-i386.exe.text+ 1BBA [\e} O p S n_d oor ( )

Tutorial-i386.exe.text+ 1BBF No l'F button ( " dOWﬂ ] ) .
Tutorial-i386.exe.text+ 1BC8 No
crouch()




3:35 Addresses executed since last filter operation:1791

player _move():
collision(
coins += 1

Has been executed

Has not been executed

o Stop :
BA ddress List (44302) : if collision("door"):

Address Executed l'F haS key .
Bl Tutorial-i386.exe.text+1BB5 No : —

Tutorial-i386.exe.text+ 1BBA No Ope n_dOO r ( )
B Tutorial-i386.exe.text+1BBF No I button ( ) .

Tutorial-i386.exe.text+1BC8
crouch()




ion?:

Addresses executed since last filter operation: 595 ¥

Has been executed

Has not been executed

Stop

BB Address List (395 )
B Address

Tutorial-i386.exe.text+1BB5

BN Tutorial-i386.exe.text+1BBA

B Tutorial-i386.exe.text+1BBF

Tutorial-i386.exe.text+1BC8

£)

Executed
[\ [o)
No
[\ o}

player _move():

collision(

coins += 1
collision(

if has_key:

open_door()

button( K
crouch()




BN Addresses executed since last filter operation: 1

player _move():
collision(
coins += 1

Has been executed

Has not been executed

@Address List (1) COlllSlon(

Address Executed if haS_key .
B Tutorial-i386.exe.text+1BB5 Yes -
“- open_door()
button( K
crouch()




ASM; help!

|

74 02

EB 49

A1 BO666500
3B 45 E8

7402
EB 1F
C7 45 E38 000...
6A 00

« GLAA A M1







Replace the has_key condition

74 02 je
EB 49 jmp
A1 BO666500 "mov A ]

if collision("door"):




Replace the has_key condition

3B 45 E8 cmp 1| ]

74 02 je if has_key:

EB 1F jmp open_door()
C7 45 E8 000... mov | 1,

6A 00 push



Replace the has_key condition

3B 45 E8 cmp | ]

jne Tutorial-i386.exe.text+26693 if has_key:
EB 1F jmp open_door()
C7 45 E8 000... mov | .
6A 00 push



Replace the has_key condition

74 02

EB 49

A1 B0666500 A

3B 45 E8 i ]

Tutorial-i386.exe.text+26693
EB 1F
C7 45 E8 000...
6A 00




What if we could do it from known memory addresses?

01723548 4 Bytes 100 Find out what writes to this address

The following opcodes write to 01723548

Count Instru

Replace
004272D7 - 89 02 - mov [edx],eax

| Show disassembler

Tutorial-i386.exe.text+262D7: | Add to the codelist
004272CE - 8B 15 B0666500 - mov edyx,[Tutorial-i386.exe+2566B0] | More information
004272D4 - 8B 45 FO - mov eax,[ebp-10] -

004272D7 - 89 02 - mov [edx],eax << copy memory

EAX=0000037F
EBX=00000000







s B byte(s) long, but the selected
g! Do you want to replace the

with MOP's?

The generated code |
opcodeis 2 byte(s] lon
incomplete upcode(s’)




Instruction size clash
Where to add our code?




Solution;auto assembler!

e Auto-allocate memory

o Create complex methods

e Persisting and toggleable

[ENABLE]

alloc(newmem, 2048)
label(return)
alloc(multiplier, 2)
registerSymbol(multiplier)

multiplier:
dd (int)5

newmem:
mov eax, [edx]
add eax, [multiplier]
mov [edx],eax

mov eax, [Tutorial-i386.exe+2566B0]
jmp return

"Tutorial-i386.exe"+272D7:
jmp newmem

nop 2

return:

[DISABLE]
dealloc(multiplier)
unregisterSymbol(multiplier)

dealloc(newmem)
"Tutorial-i386.exe"+272D7:
db 89 ©2 Al BO 66 65 00




é] alloc(newmem, 2048)
label(return)

Solution;auto assembler!

e Auto-allocate memory

newmem:

jmp return

"Tutorial-i386.exe"+272D7:
jmp newmem

nop 2

return:




alloc(multiplier, 2)
registerSymbol(multiplier)

Solution;auto assembler!

multiplier:
dd (int)5

e Auto-allocate memory
manages labels, variables...

newmem:
mov eax, [edx]
add eax, [multiplier]

|[] multiplier 01 3EQED0




Solution;auto assembler!

e Auto-allocate memory

newmem:
mov eax, [edx]
add eax, [multiplier]
mov [edx],eax

mov eax, [Tutorial-i386.exe+2566B0]

e Create complex methods F -




[ENABLE]

Solution;auto assembler!

e Auto-allocate memory

o Create complex methods

e Persisting and toggleable

[DISABLE]
dealloc(multiplier)
unregisterSymbol(multiplier)

dealloc(newmem)
"Tutorial-i386.exe"+272D7:
db 89 ©2 Al BO 66 65 00




Solution;auto assembler!

e Auto-allocate memory

o Create complex methods

"Tutorial-i386.exe"+272D7:

e Persisting and toggleable

"Tutorial-i386.exe"+272D7:




Solution;auto assembler!

e Auto-allocate memory

o Create complex methods

e Persisting and toggleable

Resist binary changes
with AOB scans

registerSymbol (INJECT)
aobscanmodule (INJECT, Tutorial-i386.exe,
89 02 Al BO 66 65 00)

INJECT:

INJECT:
db 89 02 Al BO 66 65 00
unregistersymbol (INJECT)




[ENABLE]

alloc(newmem, 2048)

label(return)

alloc(multiplier, 2)
registerSymbol(multiplier)
registerSymbol (INJECT)
aobscanmodule (INJECT, Tutorial-i386.exe,

Solution:auto assembler! 89 02 Al BO 66 65 00)

multiplier:
dd (int)5
e Auto-allocate - memory e
mov eax, [edx]
add eax, [multiplier]
mov [edx],eax

mov eax, [Tutorial-i386.exe+2566B0]

o Create complex methods F -

INJECT:
jmp newmem
nop 2

e Persisting and toggleable return:

[DISABLE]
dealloc(multiplier)
unregisterSymbol(multiplier)

dealloc(newmem)

INJECT:

db 89 02 Al BO 66 65 00
unregistersymbol (INJECT)




http://gameguardian.net/download ves GAME BOY. ADVANCE

L GAME BOY. ADVANCE SP

b

= Search Memory

Enter a value to search for
Input value from -1.8e+308 to 1.8e+308

TYPE

Value = |

Type: 7?

[[] The value is encrypted

T2 3| A P50 T €S
Glale:ateaboutesl <

Set the mode you want to use for fing Equwalents on % Pazcmanoe “v“ nus @ @

not equal to (=], greater than [>], gtz elk=1d{e] 491 N R ?ooes mckommés
that you input. [A : B] allows you to set veNcale lefinies ‘ Sopprementattes
stayed the same or changed since the o . -

DECHAINE LA PUISSANCE POUR FINIR TES JEUX !

Less advanced /

More complex to setup



unrandomizer

(

> Shared
instructions

Autoclicker

R 4 &

Multilevel
pointers

->

Trainer













Creating a game for hackers

Shall we play a game?




Step 1:
Ewvery 5 shots you have to reload,
after which the target will heal

ry to find a way to destroy the targe:

{Click to hide)

Care Hack('erMan!

n ennemy!
He destroyed the background :s
Press ‘Space’ to root him




The Rise of the ¥ , \.) -
N ‘ L X%




Protecting your game
from hackers

No fun allowed




AntiCheatInt

projected;
= rand();

public Value {
get => (projected + r) / 3;
set => projected = (value * 3) - r;










Information:

Total files: 44; Checked: 0; Broken: 0

Bl Files:

File name

v Wres://

~ W Asteroid.gdc

~ B AsteroidManager.gdc

~ B Background.gdc

~ B DupedAsteroid.gdc

~ W Game.gdc

~ W Game.tscn

v B-Hiohernreonr

B Options:

Extract only

® Full Recovery










you can use IDA to get the decryption key.

BIOriginally, specific steps were provided, but after careful S
Bconsideration, it may affect the enthusiasm of Godot
B evelopers, so the specific practice was deleted




(..-‘,‘“13.-; ‘H‘,, L,[’?‘:‘.'n?:‘ walt. P
8218D3DA81812C2442BA82014219042DFBF281 IS
lose this window when don




5fﬁg Vector< > p_key = raw_key.reverse(); e

std::transform(p_key.begin(), p_key.end(), ST
p_xor_key.begin(), p_key.begin(),
std::bit_xor<




s“m dOWl’I your Binary tokenization on exp
BRN export sizes




[ #ACKERS GONNA #ACK,

| YouR GAME 15 DOOMED,

| OPEN S0URCE IT
O\ ALREADY







Du Driver Windows a I'EDR - Aurelien Chalot B

teHACK

Analyze all

processes

110220
10

01153 §

Basically

Kernel mode
driver

Detect
method hooks

J

Check
memory




REAL HACKERS
USE A MAGNETIZED
| NEEDLE AND A

| STEADY HAND.
/



















tuxtu.fr/talk_vghacking



https://tuxlu.fr/talk_vghacking

It is a serious crime to pirate video games.

Please power off the system and report this
stolen software inmediately.

For more information please visit



https://tuxlu.fr/talk_vghacking
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