


Bases du hack de jeux

You know the rules and so do |
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Différentes méthodes de hack de jeux

Extraction

d'assets ILS py
P Decompilation

Ghidra Obfuscation
Bypass

Anti-cheat Code Filter
Détection de valeurs

Scan memoire

Debugging Cheat Engine

Vérifications
serveur

@ Interception reseau

Burp Chiffrement SSL

Pwn multijoueur

RenderDoc

GPU API CE Autoassembler
J Hooking
Injection de DLL
Frida Unity Explorer

Slowdown
systéeme

) modifs systéme

Changement Edit fichiers
horloge sauvegarde

Edit registre




Différentes méthodes de hack de jeux
@) Unpack/Décompilation de code source

£

PRRPRLPIPRLE 6 e R RSP T

Help

= | @ o
GomezHost
HeadsUpDisplay

He: nsH.

Heav
HoleParticlesHost
IBlackHoleManager

IdleRestarter
IDotManager
Intro

min
IPlaneParticleSystems
ISpeechBubbleManager
ITrixelParticleSystems
LetterViewer

Level

LevelTra
LiquidColorScheme
LiquidHost
LoadingScreen

5oy “oEN

private ArtObjectInstance TomeCoverAo;

private ArtObjectInstance TomeBackAo;

private bool waslLowPass;

public static MenuCube Instance;

private static readonly CodeInput[] LetterCode = new CodeInput[]
{

{1}

4 CodeInput.SpinLeft, |LT
CodeInput.SpinRight, RT
CodeInput.SpinRight, RT
CodeInput.SpinLeft, |LT
CodeInput.SpinRight,|RT
CodeInput.SpinLeft, |LT
CodeInput.SpinLeft, |LT
\ CodeInput.SpinLeft |LT

[-] private static readonly CodeInput[] NumberCode = new CodeInput[]

"CodeInput.SpinRight, |RT
CodeInput.SpinRight, |RT
CodeInput.SpinRight, |RT
CodeInput.SpinLeft, |LT
CodeInput.SpinRight, |RT
CodeInput.SpinRight, |RT
CodeInput.SpinLeft, |LT
“(odeInput.SpinLeft LT

— k5
private bool letterCodeDone; | faea e
private bool numberCodeDone;Q- l_‘
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Différentes méthodes de hack de jeux
Unpack/Décompilation de code source

compilé interpréteé

@ lt ¥ copor ¢
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+J Hooking de fonctions

tj process

£ FAIDA G

session = frida.attach("solitaire.exe")
script = session.create script("""
Interceptor.attach(ptr(ADRESSE FONCTION),

{

onEnter(args) {
args[0] = ptr("1337");

}
});
")




+J Hooking de fonctions

Moteur de jeu process

ofls / &

Bepin hﬂd‘l’

Mouse Inspect

UnityExplorer
Obiect Explorer

+ TowerTwin_Bady
1 Untagged Instantate [
Saletite_Body v
DB_SmatNest_Body
08_Bsinors_Body
WhiteHols_Body
Comet_Body
NomaProve_Body
HearthianMapSatet
Sutusisiand_Body
GabbroShip_Body
ConstrucsonYardisiand_Body
08_PoneerDimension_Bady
$S_Debris_Body
0B_HubDimension_Body
08_ExtOnlyDimension_Body
Moon_Boy
TowerTwin_Body
Vokanichoon_Body
anonBarrel_Body
QuantumMoon_Body
Timbertesrtn_Body
GaantsDeep_Body
Quantumisiang_Body

5651796 27.074 20071
0651796 27.074 26071
010565570

11

Children Components

Volumes_TowerTwin
SanaSphare_Draning
Amosghare_TowerTwin

= AmblentLight_TowerTwn

Soctor_TowerTwi
OrbitLine_TowerTwh
N SupemovaEfiectC
N Shockiayer_TT
TT_TIME_LOOP_DEVICE
Spawns.

ntroter_TT

Scene Loader

T [Selec Log
Lond (Srg) Lod (o) EXirory
coci

P Loaded modern bundle for Unity 2019.4.

Creating UT
Finished core setup, waiting for UI setup.

Clear  OpenlogFis  Log Unity Debug?




Différentes méthodes de hack de jeux
+J Hooking de fonctions

3@ Moteur de jeu @= Render GPU \J process

’Q\ RenderDoc




Différentes méthodes de hack de jeux
(0] Edit de fichiers de sauvegarde et config

trickRs.001.animation=8

tricks.001.scoreModifier=100
Ollie 197K+

X1 PERFECT! 197.568

=

Procmon64

Trouve les
fichiers/
Clés registres
accedeés par
un process




Différentes méthodes de hack de jeux
D Interception/modification de paquets réseau

{

‘score’: 27 Burp
Intercept ‘score’

replace

POST /myScore
' i!
EE
: 27000

}



Differentes méthodes de hack de jeux

Interception/modification de packets réseau

GET /myGameStats

Burp
Intercept
replace

{ {

¢ - b Y
¢Coins’: 999 }C°1"s P 1
}

A

=



@ Interception/modification de paquets réseau



http://www.youtube.com/watch?v=PLAVmp5ky-k

Hacker des jeux
avec CheatEngine

' “Ca se prononce

"& Aine jean"




Cheat Engine 7.5

e Scanner mémoire et debugger e | B

h o

Scan Type|Increased value M Simple values only

o a e
@ o

Value Type

SR CINT IR

Il Compare to first scan
M Unrandomizer

¥ Enable Speedhack
Speed |1
I
0 i 500
Apply

Memory Scan Options

|
[

5]

FYFF3D0

]

Memory View Add Address Manually
NG BADTTY ytes 5
28ADC7B33FC Float
escription ADC7EC544 Float 0

No description 28ADCBEB410 Float 2.087934712E-43
No description 28ADCDE9528 Float 4.593582483E-40
No description 28ADCDE96A0 Float 8.407790786E-45
No description 28ADCFEC090 Float -1.892436462E33
No description 28ADC699BCO Float Nan

No description ADC7B3250 Float 0

No description 28ADD2C7CB8 100004




Hook :

retGetGamePlayers o:
e readmem( retGetGamePlayers, 6 )

mov [LocalPlayer],
mov , [rax+30]
test R
e Scanner memoire et debugger je short @f
mov [OakPlayerController],
mov , [rcx+488]

e scripting AutoAssembly test rcx,

et LUA je short @f
mov , [ +30]

mov s [ +1988 ]
test N
je short @f
mov [OakDeveloperPerks],
test byte ptr [ +C8],40
jne short @f
or byte ptr [rcx+(C8],40

@e:
jmp retGetGamePlayers+6




ript, symbol)

1 success,disableInfo = autoAssemble(script)

i ther rn nil, disableInfo end -- di
e 1 1 (symbol)

e Scanner memoire et debugger
[EMABLE]
aobscanregion(

e scripting AutoAssembly regtstersymbol(

et LUA [DISABLE]

(start), (stop), bytestr)

(script, 'luaAOBScanRegior nbol* )

=}

r, module)

[ENABLE]

aobscanmodule ( luaAOBScanModuleSymbol,
registersymbol{luas anMo ymbol)
[DISABLE]

unregistersymbol {luaAOBScanModuleSymbol)
11):format(module, bytestr)

script, " luaAOBScanModuleSymbol®)




S

Batman: Arkham Knight
v1.0-Update 2016.03.08 Plus 15 Trainer

, . I’ RA] A /\N \ N 1 | H
. = 3 UM NFINITE HEALTH
Scanner memoire et debugger - P R
Num 3 BatmosiLe INFINITE MissiLEs
Num 4 BATMOBILE INFINITE AFTERBURNER
Num 5 MEeca EXPERIENCES
3' Num 6 Ser Exp To Next Lever
i . 2 (=7 i " Num 7 INFINITE UPGRADE POINTS
’ . Num 8 Freeze CounTDOWN TIMER
Scrlptlng AUtOAssemb[y ' ;. Num9 Enemies CAN'T Move

et I_UA . Num 0 ONE Hir Kit

go) Num. Save LocaTioN
rocksteady o Q‘ﬁ Num + TELEPORT
Num - UNDO TELEPORT

Game Process Name:
INSERT Super SPeeD (RUNNING/FLYING)

Générateur de GUI ‘trai ner' ) ) PaceUp Super SPEED (GAME SPEED)

PaceDown Srow Mortion
F1 Freeze CHALLENGE TIMER

Home DisaBLe ALL

- =




CheatEngine

Windows 98 Setup

e Scanner memoire et debugger Product Key
You received a Microsoft Windows 98 Product Key with the

o materialz that came with your computer or with your Windows 98
THTLRRRRR-TITTRRRRRTIT software. Thiz Product Key can be found on the back of the CD
container.

FRODUCT KEV:

Type the Praduct Key, excluding the dashes, in the boxes below.

e scripting AutoAssembly
et LUA

| — — ——
Help... |
< Back I [iExt | Cancel |

e Geénérateur de GUI ‘trainer’

e Pas limité au hacking de jeux



Value:
B Hex O

Scan Type|Exact Value

Found: 153,518,055 (shown: 10,000,000)
Address Value




| Mew Scan |




‘ New Scan ‘

Value:

Found:4

Address |Value
15C0D. ..
15C0D. ..
15C0D. ..

15C0E.




‘ New Scan ‘

Value:

00000000
15C0DD859784 Bytes 20
15CODD859A(4 Bytes 20
15COEC83FD8 4 Bytes 20
15C0DD859CE4 Bytes 20

Change Value

what value to change this to?
4000

Coc )




|| coins 00000000
[ ] coins  15C0DD859784 Bytes 20

[ ] coins  15CODD859AC4 Bytes 20
| ] coins  15COEC83FD84 Bytes 20
[ ] coins  15C0DD859C84 Bytes 20

Change Value

what value to change this to?
4000

OK

%




Value:
value % 2 == 1 and value > previousvalue * 3|

W4 Lua formula

20

4
I formué’?“—

Exact Value
4 Bytes Byt

Memory Scan Options

All

Start |

Stop |
W4 Writable ] Executable

B CopyOnWrite

B Active memory only [%]
O Alignment

. Last Digits

[l Pause the game while scanning

R

0000000000000000)
DO007EFEEFEFFFEE)|

u Fast Scan| 4




health

lEQUDDH
15C0DD8
15C0DD8
15CcO0DD8

15CO0DDES

15C0DD85978

I.-ul I-ul
I.-ul I-ul
I.-ul I-ul

4 Bytes 1337

Qm) \. ..
N

B.




health 15C0DD85978 4 Bytes 1337

Display Type >+ 4 Byt::. dzﬂ.cimal
Prﬂtpct'REad Write AllocationBa ]

al_ll_lll::: i ?| _ D _ 2 I' 56 PlayeP

e LY c e health
94768000 348 01) strength
2510512 348 TtLN L L defense




health 15C0DD85978 4 Bytes 1337

Memory View ' Tools Dissect data/structures

Dffset-description Address: Value

Player

health
strength
defense




[ | coins 00000000

[ ] coins  15C0DD859784 Bytes ? On recharge le jeu

On perd tout!

D coins 15CODD859A(4 Bytes 77
[ ] coins  15COEC83FD84 Bytes ?:
[ ] coins  15C0DD859C#4 Bytes ?7




Solution: chercher des adresses potentiellement statiques
recherche toutes les instructions pointant vers cette adresse

2216AF30F68 4 Bytes 58

Generate pointermap

. Add - 1) + 01
Recursive 1 op [(Address ) ]

scan

op [(Address - 2) + 02]
op [(Address - 3) + 03]

TFF7BB2E2724 - 48 03 41 08 - add rax,[rcx+08] RCX=000002216AF30F60
fFF/BB165E68 - 49 89 44 24 08 - mov [r12+08]rax R12=000002216AF30F60

TFF7BB1B9D40 - 49 8B 55 08 - mov rdx,[r13+08] R13=000002216AF30F60




Probléeme: trop de résultats!

4 Bytes “| Pointer paths|230860

Base Address
"godot.windows.opt.tools.64.exe"+07212940

"godot.windows.opt.tools.64.exe"+071DEO70
"godot.windows.opt.tools.64.exe"+07212940
"godot.windows.opt.tools.64.exe"+071DE070

Offset 0
10
60
10
60

Points to:




solution: rescan, et comparer les résultats

Filename Address

pointermap_coins5.scandata @

pointermap_coins3.scandata Iil

<Select a file>

4 Bytes ¥| Pointer paths

Base Address Offset 0 | Points to:
"godot.windows.opt.tools.64.exe"+0717F820 3B8 2Z216AF30F68

coins 2216AF30F68 4 Bytes 74
pointerscan result P->2216AF30F68 4 Bytes 74




Et si on ne cherche pas une valeur?

Comment chercher une condition?

player _move():

if collision("coin"
coins += 1

if collision("door"):

if has_key:
open_door()
if button("down"):
crouch()



Comment chercher une condition: | Memory View | Tools ¥ Code Filter
code filter

Addresses executed since last filter operation:0

player move():
™ FomTae | if collision("coin"):
| From Disassembler | coins += 1

Load address list

Start —
Address List (46093) | From File | if collision ( "door" ) .

Address Executed if has key :
Tutorial-i386.exe.text+1BB5 No =

Tutorial-i386.exe.text+ 1BBA [\e} O p S n_d oor ( )

Tutorial-i386.exe.text+ 1BBF No l'F button ( " down " ) .
Tutorial-i386.exe.text+ 1BC8 No
crouch()




Et si on ne cherche pas une valeur?

Comment chercher une condition:;
code filter

Addresses executed since last filter operation:1791

player_move():
| Has not been executed | collision(
| coins += 1

| Has been executed |

Stop

Address List (44302) if collision("door"):

Address Executed if has key .
Tutorial-i386.exe.text+1BB5 No —

Tutorial-i386.exe.text+ 1BBA \[s} O p S n_d oor ( )
Tutorial-i386.exe.text+ 1BBF No button ( ) .

Tutorial-i386.exe.text+1BC8
crouch()




Et si on ne cherche pas une valeur?

Comment chercher une condition:;
code filter

Addresses executed since last filter operation: 595

Has been executed

Has not been executed

Stop
Address List (595 )
Address
Tutorial-i386.exe.text+1BB5
Tutorial-i386.exe.text+ 1BBA
Tutorial-i386.exe.text+ 1BBF
Tutorial-i386.exe.text+1BC8

£)

Executed
[\ [o)
No
[\ o}

player _move():
collision(
coins += 1

collision(
if has_key:
open_door()
button( K
crouch()



Et si on ne cherche pas une valeur?

Comment chercher une condition:;
code filter

Addresses executed since last filter operation: 1

player _move():
collision(
coins += 1

Has been executed

Has not been executed

Stop
Address List (1) COlllSlon(

Address Executed l'F ha S_key .

Tutorial-i386.exe.text+ 1BB5 Yes
open_door()

button( K
crouch()




de U'ASM, oskour!

74 02

EB 49

A1 BO666500
3B 45 E8

7402
EB 1F
C7 45 E38 000...
6A 00

« GLAAAA A AR 'r‘ﬂ1

3

Everybody stoy calm, n;y co

I <



Instruction patching

ASM primer
je if == jg if > add +=
jne if !== Jjl if < sub -=
mov X=y NOP do nothing

(padding)



Remplacer la condition has_key

74 02 je
EB 49 jmp
A1 BO666500 "mov A ]

if collision("door"):




Remplacer la condition has_key

3B 45 E8 cmp 1| ]

74 02 je if has_key:

EB 1F jmp open_door()
C7 45 E8 000... mov | 1,

6A 00 push



Remplacer la condition has_key

3B 45 E8 cmp | ]

jne Tutorial-i386.exe.text+26693 if has_key:
EB 1F jmp open_door()
C7 45 E8 000... mov | .
6A 00 push



Remplacer la condition has_key

74 02

EB 49

A1 B0666500 i

3B 45 E8 i ]

Tutorial-i386.exe.text+26693
EB 1F
C7 45 E8 000...
6A 00




Et si on partait d'adresses connues?

01723548 4 Bytes 100 Find out what writes to this address

The following opcodes write to 01723548

Count Instru

Replace
004272D7 - 89 02 - mov [edx],eax

| Show disassembler

Tutorial-i386.exe.text+262D7: | Add to the codelist
004272CE - 8B 15 B0666500 - mov edyx,[Tutorial-i386.exe+2566B0] | More information
004272D4 - 8B 45 FO - mov eax,[ebp-10] -

004272D7 - 89 02 - mov [edx],eax << copy memory

EAX=0000037F
EBX=00000000




Instructions moins évidentes

where add ?

mov [ ]



Instruction patching: problemes

Clash de tailles d’instructions

Confirmation X

i The generated code is B byte(s) long, but the selected

- = opcodeis 2 byte(s) long! Do you want to replace the
incomplete opcode(s) with MOP's?

\g:mmﬁﬁ Mo Cancel




Clash de tailles d’'instructions




Ou rajouter notre code?




Ou rajouter notre code?




alloc(newmem, 2048)
label(return)
alloc(multiplier, 2)
registerSymbol(multiplier)

Solution: auto assembler!

multiplier:
dd (int)s
e Auto-alloue de la memoire e
mov » [edx]
add , [multiplier]
mov [edx],
mov , [Tutorial-i386.exe+2566B0]

e Creer des methodes complexes F -

"Tutorial-i386.exe"+272D7:
jmp newmem
nop 2

e Persistant et desactivable et

dealloc(multiplier)
unregisterSymbol(multiplier)

dealloc(newmem)
"Tutorial-i386.exe"+272D7:
db 89 02 Al BO 66 65 00




é] alloc(newmem, 2048)
label(return)

Solution: auto assembler!

e Auto-alloue de la mémoire

newmem:

jmp return

"Tutorial-i386.exe"+272D7:
jmp newmem

nop 2

return:




alloc(multiplier, 2)
registerSymbol(multiplier)

Solution: auto assembler!

multiplier:
dd (int)5

e Auto-alloue de la méemoire

. . mov » [edx]
geres labels, variables... 2dd eax. [multiplier]

newmem:

|[] multiplier 01 3EQED0




Solution: auto assembler!

e Auto-alloue de la méemoire

newmem:
mov eax, [edx]

add , [multiplier]
mov [edx],

mov , [Tutorial-i386.exe+2566B0]

e Créer des methodes complexes F -




Solution: auto assembler!

e Auto-alloue de la méemoire

e Creer des methodes complexes

e Persistant et désactivable

dealloc(multiplier)
unregisterSymbol(multiplier)

dealloc(newmem)
"Tutorial-i386.exe"+272D7:
db 89 02 Al BO 66 65 00




Solution: auto assembler!

e Auto-alloue de la méemoire

e Creer des methodes complexes

"Tutorial-i386.exe"+272D7:

e Persistant et désactivable

"Tutorial-i386.exe"+272D7:




Solution: auto assembler!

e Auto-alloue de la méemoire

e Creer des methodes complexes

e Persistant et desactivable

Resiste aux changements
de binaires avec scans AOB

registerSymbol (INJECT)
aobscanmodule (INJECT, Tutorial-i386.exe,
89 02 Al BO 66 65 00)

INJECT:

INJECT:
db 89 02 Al BO 66 65 00
unregistersymbol (INJECT)




alloc(newmem, 2048)

label(return)

alloc(multiplier, 2)
registerSymbol(multiplier)
registerSymbol (INJECT)
aobscanmodule (INJECT, Tutorial-i386.exe,

Solution: auto assembler! 89 02 Al BO 66 65 00)

multiplier:
dd (int)s5
e Auto-alloue de la mémoire e
mov eax, [edx]
add , [multiplier]
mov [edx],
' mov , [Tutorial-i386.exe+2566B0]
e Creer des methodes complexes F -
INJECT:
jmp newmem
nop 2

e Persistant et desactivable et

dealloc(multiplier)
unregisterSymbol(multiplier)

dealloc(newmem)

INJECT:

db 89 02 Al BO 66 65 00
unregistersymbol (INJECT)




Next steps

unrandomizer

5%

Instructions
partagées

-

LUA
Autoclicker

R

Multilevel
pointers

->

Trainer
€18]




reen GAME BOY. ADVANCE
L GAME BOY. ADVANCE SP

http://gameguardian.net/download

= Search Memory

Enter a value to search for

Input value from -1.8e+308 to 1.8e+308
TYPE i
Value = |
Type: 7?
- > = A.B

D The value is encrypted

T2 3| A P50 T €S

> — <= SAME _
Glale:ateaboutesl <

- - || = L) HEX

B o
CANCEL  SEARCH @ mncui%e AVEC PLUS @ @
Equivalents sur ?om .mom. és

toutes platformes T SIS .
N\ |

DECHAINE LA PUISSANCE POUR FINIR TES JEUX !

Plus compliqués a setup



Resources

e Forums Cheat Engine




@ aowiedge pecess: N @ HI o

Resources
W T
e Forums Cheat Engine | AEATHENGINESSSEN |
TUTOF ;ig;ﬁ-"ﬂ z
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A 3= --.—-—..—
. p _—
o, S,
0O . ) v ¢
A%, (Mo ea 7680

e Vidéos Youtube
Par Stephen Chapman
et Guided Hacking




Resources

e Forums Cheat Engine

e Videos Youtube
Par Stephen Chapman
et Guided Hacking

e challenges jeux vidéos!




Créer un jeu pour les hackers

Shall we play a game?




Step 1:
Ewvery 5 shots you have to reload,
after which the target will heal
ry to find a way to destroy the targe

(Click to hide)

Cheat Engine
tuto Built-in

Un peu basique..



Step 1:
Ewvery 5 shots you have to reload,
after which the target will heal
ry to find a way to destroy the targe:

(Click to hide)

Cheat Engine Pwn Adventure
tuto Built-in
Un peu trop
complique a setup!



Jeux CtF existants

Step 1:

Ewvery 5 shots you have to reload,
after which the target will heal

ry to find a way to destro

y the targe:

(Click to hide)

Cheat Engine
tuto Built-in

" 5
ate(%d)\n", ¥ < o
3,

% » e y

D..PRELOAD

Pwn Adventure

Google CTF
Hackceler8

Pas que du
game hacking



Jeux CtF existants

Step 1:
Ewvery 5 shots you have to reload,
after which the target will heal
ry to find a way to destroy the targe:

(Click to hide)

Cheat Engine
tuto Built-in

D..PRELOAD

Pwn Adventure

Google CTF
Hackceler8

re HackerMant

ennemy!

destroyed the background :s
ess 'Space’ to root him

-

TIDO
ToS

Rootme’s
HackerMan

Sorti 2 jours
avant mon jeu M



ELAG
,,.'q I <DU&5C>
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devoteam
Cyoer Trust

e
HACKDAY

trailer music: Robyn - touch (edited)


https://www.youtube.com/watch?v=K5vULHykGMc
https://www.youtube.com/watch?v=K5vULHykGMc
http://www.youtube.com/watch?v=K5vULHykGMc

Godot Engine

@ Moteur libre et open source Pas encore la pour la grosse 3D

=_® Leger et iteration rapide w Performances améliorables

q O ? Communaute grandissante Manque de features avancees




Scene Project Debug Editor Help

Scene  Import
4+ & Filter Nodes Q

~Q Main

~ % Player
® AnimatedSprite2D
O collisionshape2D
Ji AudioStreamPlayer2D
¥ Camera2D

v % Enemy
® AnimatedSprite2D
[ collisionshape2D

~ O, Area2D

O collisionShape2D

FileSystem
C 2 resi/

Search fle

- i resi//

> e Hud

> e Main
& Menu

> i Resource

> s World
[ default_bus_layout.tres
@ default_env.tres
< lcon.png

Q0O OOBOEOOO6

(o} O World X -
2 0 & B 5 ¥ A
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Proteger votre jeu des hackers

No fun allowed




Proteger votre jeu

AntiCheatInt

e Obfusquer les valeurs en mémoire

projected;
= rand();

public Value {
get => (projected + r) / 3;
set => projected = (value * 3) - r;




Obfusquer les valeurs en mémoire

Obfusquer les binaires

Q unity Code pipeline

C# Scripting takeDamage ( amount)

\4

Code obfuscator x1337( zzcc)

MethodInfo
playerclass x1337( zzcc)

mov [ +10],

C++ compiler B




Proteger votre jeu: Godot
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Langage interpréete et
format open source

o




Proteger votre jeu: Godot

Information:

Langage interprété et .Total files: 44; Checked: 0; Broken: 0
format open source e

File name

v Wres://

~ W Asteroid.gdc

~ B AsteroidManager.gdc

~ B Background.gdc

~ B DupedAsteroid.gdc

~ W Game.gdc

~ W Game.tscn

v B Hioherars orr
Options:

Extract only

® Full Recovery

Décompilable entiérement
avec GdsDecomp




Proteger votre jeu: Godot

@
[ ]

Le jeu peut étre chiffré
avec une cle AES




Proteger votre jeu: Godot

= &
@ )

La clé est extractable
dans le binaire

Le jeu peut étre chiffre
avec une cle AES




Be
I

you can use IDA to get the decryption key.

Originally, specific steps were provided, but after careful
onsideration, it may affect the enthusiasm of Godot
developers, so the specific practice was deleted

Le dev de GdsDecomp
ne donnera pas de doc
sur comment l'extraire




Protéger votre jeu: Godot

= &
o &)

Le dev de GdsDecomp Quelqu'un d’autre
ne donnera pas de doc en a fait un tool: gdke
sur comment l'extraire



Proteger votre jeu: Godot

= &
i &)

Vector«< > p_key = raw_key.reverse();

::transform(p_key.begin(), p_key.end(),
p_xor_key.begin(), p_key.begin(),
::bit_xor< >());

On peut modifier
quelques lighes du
moteur pour fool le tool




Protéger votre jeu: Godot

O
[ ]

Langage interprete et
format open source

Le jeu peut étre chiffre
avec une cle AES

Le dev de GdsDecomp
ne donnera pas de doc
sur comment l'extraire

On peut modifier
quelques lignes du
moteur pour fool le tool

Decompilable entierement
avec GdsDecomp

La clé est extractable
dans le binaire

Quelqu'un d'autre
en a fait un tool: gdke

Toujours trouvable sur
Ghidra pour un
reverser motive



SIECTLEVEL UP
*

e Obfusquer les valeurs en memoire

Kacking= Gotham Uptics Network
- Security. Capsole, 5

Target:

e Obfusquer les binaires

e Chiffrer les binaires et sauvegardes




Protéger votre jeu

e Obfusquer les valeurs en memoire

DISCREPAHCY

e Obfusquer les binaires ol inen A L,

DETECTED

e Chiffrer les binaires et sauvegardes

e Ne pas trust le client:
tout verifier server side



Logiciels
Anti cheat




Du Driver Windows a I'EDR - Aurelien Chalot B

teHACK

Analyse tous

les process

110220
10

Détecte
hook fonctions

J

Check
mémoire




Advanced cheating:
Sans toucher le jeu.

Hacks hardware,
plus difficile a détecter.

REAL HACKERS
USE A MAGNETIZED
NEEDLE AND A

STEADY HAND.
{




Advanced cheating:
Sans toucher le jeu.

e Hacks hardware,
plus difficile a detecter.

e Tools de lecture d'écran (aimbot)
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Advanced cheating:
Sans toucher le jeu.

e Hacks hardware,
plus difficile a détecter.

e Tools de lecture d'ecran (aimbot)

e désynchronisation via latence en ligne
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Advanced cheating:
Sans toucher le jeu.

e Hacks hardware,
plus difficile a detecter.
e Tools de lecture d'ecran (aimbot)

e desynchronisation via latence en ligne

e Direct Memory Access via PCIE




tuxlu.fr/talk_vghacking



https://tuxlu.fr/talk_vghacking

It is a serious crime to pirate video games.

Please power off the system and report this
stolen software inmediately.

For more information please visit

tuxlu.fr/talk_vghacking



https://tuxlu.fr/talk_vghacking
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