


e Cheat Engine: cheatengine.org

e My game, Flag Quest:
See QR code
Game, writeup &more

e USB key with everything!
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Memory scanner and debugger

Cheat Engine 7.5
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Memory scanner-and debugger

AutoAssembly and LUA
scripting

Hook :
retGetGamePlayers o:
readmem( retGetGamePlayers, 6 )

mov [LocalPlayer],rax

mov rcx, [rax+30]

test rcx,rcx
je short @f
mov [OakPlayerController],rcx
mov rcx, [rcx+488]
test rcx, rcx
je short @f
mov rcx, [rax+30]
mov rcx, [rcx+1988]
test rcx,rcx
je short @f
mov [OakDeveloperPerks],rcx
test byte ptr [rcx+C8],40
jne short @f
or byte ptr [rcx+C8],40

@e:
jmp retGetGamePlayers+6




ript, symbol)

1 success,disableInfo = autoA ble(script)

i ther rn nil, disableInfo end -- d
e 1 1 (symbol)

e Memory scanner-and debugger

[ENABLE]

aobscanregion(

e AutoAssembly and LUA [Z;EE]”“
scripting )

(start), (stop), bytestr)

(script, 'luaAOBScanRegior nbol* )

=}

r, module)

[ENABLE]

aobscanmodule ( luaAOBScanModuleSymbol,
registersymbol{luas anMo ymbol)
[DISABLE]

unregistersymbol {luaAOBScanModuleSymbol)
11):format(module, bytestr)

script, " luaAOBScanModuleSymbol®)
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Batman: Arkham Knight
v1.0-Update 2016.03.08 Plus 15 Trainer
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}u’alue:
B Hex .[l

Scan Type|Exact Value

Found: 153,518,055 (shown: 10,000,000)
Address Value




| Mew Scan |




‘ New Scan ‘

Value:

Found:4

Address |Value
15C0D. ..
15C0D. ..
15C0D. ..

15C0E.




|| coins 00000000
[ ] coins  15C0DD859784 Bytes 20

[ ] coins  15CODD859AC4 Bytes 20
| ] coins  15COEC83FD84 Bytes 20
[ ] coins  15C0DD859C84 Bytes 20

Change Value

what value to change this to?
4000

(o ]




Value:
value % 2 == 1 and value > previousvalue * 3|

W4 Lua formula

20
4 Bﬂes

Exact Value Lua formup.
4 Bytes Bl Not -

Memory Scan Options

All

Start |

Stop |
W4 Writable ] Executable

B CopyOnWrite

B Active memory only [%]
O Alignment

. Last Digits

R

0000000000000000)
DO007EFEEFEFFFEE)|

u Fast Scan| 4

[l Pause the game while scanning




health

lEQUDDH
15C0DD8
15C0DD8
15CcO0DD8

15CO0DDES

15C0DD85978

I.-ul I-ul
I.-ul I-ul
I.-ul I-ul

4 Bytes 1337

Qm) \. ..
N

B.




health 15C0DD85978 4 Bytes 1337

Display Type >+ 4 Byt::. dzﬂ.cimal
Prﬂtpct'REad Write AllocationBa ]

al_ll_lll::: i ?| _ D _ 2 I' a0 PlayeP

e LY c e health
94768000 348 i) strength
2510512 348 TtLN L L defense




health 15C0DD85978 4 Bytes 1337

Memory View | Tools Dissect data/structures

Dffset-description Address: Value

Player

health
strength
defense




[ | coins 00000000
[ ] coins  15C0DD859784 Bytes ?

Reload game

15CODDE859A(4 Bytes 7 Lose everything!

15COEC83FDE 4 Bytes 7
15C0DD859CE4 Bytes 7




Solution: search potentially static addresses
search for all code that points to the address

2216AF30F68 4 Bytes 58

Pointer scan for this address

; Add -1 01
Recursive l op::[ (Address ) + 01]

scan

op [(Address - 2) + 02]
op [(Address - :3) + 03]

TFF7BB2E2724 - 48 03 41 08 - add rax,[rcx+08] RCX=000002216AF30F60
fFF/BB165E68 - 49 89 44 24 08 - mov [r12+08]rax R12=000002216AF30F60

TFF7BB1B9D40 - 49 8B 55 08 - mov rdx,[r13+08] R13=000002216AF30F60




Problem 1: no results :/

Pointerscanner scanoptions

_) Scan for addresses with value () Generate pointermap

(*) Scan for address |

|| Use saved pointermap

Nr of threads scanning: Normal
Maximum offset u‘alue: Max level

| Cancel |

4 Bytes | Pointer paths@
Base Address Offset 0  Poi




Problem 2: too many results!

Pointerscanner scanoptions
*) Scan for address () Scan for addresses with value (_ Generate pointermap
[ ] Use saved pointermap

0152E268

Nr of threads scanning; 12 MNormal

Maximum offset value:) 128 Max level

OK | Cancel |
4 Bytes “|  Pointer paths|230860

Base Address Offset 0
“godot.windows.opt.tools.64.exe"+07212940 10
"godot.windows.opt.tools.64.exe"+071DEO70 60
"godot.windows.opt.tools.64.exe"+07212940 10




solution: rescan, and compare results

Generate pointermap | Pointer scan for this address

Filename Address
pointermap_coins5.scandata Iil 248C053F6ES

4 Bytes

Base Address Offset 0 ' Points to:
"godot.windows.opt.tools.64.exe"+0717F820 3B8 2216AF30F68 = 206

coins 2216AF30F68 4 Bytes 74
pointerscan result P->2216AF30F68 4 Bytes 74




player _move():
if collision("coin"

coins += 1
if collision("door"):
if has_key:

open_door()
if button("down"):
crouch()




How to search for a condition?: | Memory View | Tools ¥ Code Filter
code filter

Addresses executed since last filter operation:0

player move():
™ FomTae | if collision("coin"):
| From Disassembler | coins += 1

Load address list

Start —
Address List (46093) | From File | if collision ( "door" ) .

Address Executed if has key :
Tutorial-i386.exe.text+1BB5 No =

Tutorial-i386.exe.text+ 1BBA [\e} O p S n_d oor ( )

Tutorial-i386.exe.text+ 1BBF No l'F button ( " dOWﬂ ] ) .
Tutorial-i386.exe.text+ 1BC8 No
crouch()




} Addresses executed since last filter operation:1791§

player _move():
collision(
coins += 1

Has been executed

Has not been executed

Stop :
ddress List (44302) | if collision("door"):

ddress Executed l'F h a S_key .

utorial-i386.exe text+1BB5 No

utorial-i386.exe.text+ 1BBA \[s} O p S n_d oor ( )
utorial-i386.exe.text+ 1BBF No : button ( ) .

utorial-i386.exe.text+1BC8
crouch()




Addresses executed since last filter operation: 595 §

Has been executed

Has not been executed

Stop

ddress List (595 )

utorial-i386.exe.text+1BB5
utorial-i386.exe.text+1BBA
utorial-i386.exe.text+1BBF

utorial-i386.exe.text+1BC8

£)

Executed
[\ [o)
No
[\ o}

player _move():

collision(

coins += 1
collision(

if has_key:

open_door()

button( K
crouch()




Addresses executed since last filter operation: 1

Has been executed

Has not been executed

Stop
ddress List (1)
Address Executed
Tutorial-i386.exe.text+1BB5 Yes

player _move():
collision(

coins += 1
collision(
if has_key:
open_door()
button( K
crouch()




ASM, help!

|

74 02

EB 49

A1 BO666500
3B 45 E8

7402
EB 1F
C7 45 E38 000...
6A 00

« GLAA A M1







Replace the has_key condition

74 02 je
EB 49 jmp
A1 BO666500 "mov A ]

if collision("door"):




Replace the has_key condition

3B 45 E8 cmp 1| ]

74 02 je if has_key:

EB 1F jmp open_door()
C7 45 E8 000... mov | 1,

6A 00 push



Replace the has_key condition

3B 45 E8 cmp | ]

jne Tutorial-i386.exe.text+26693 if has_key:
EB 1F jmp open_door()
C7 45 E8 000... mov | .
6A 00 push



Replace the has_key condition

74 02

EB 49

A1 B0666500 i

3B 45 E8 i ]

Tutorial-i386.exe.text+26693
EB 1F
C7 45 E8 000...
6A 00




What if we could do it from known memory addresses?

01723548 4 Bytes 100 Find out what writes to this address

The following opcodes write to 01723548

Count Instru

Replace
004272D7 - 89 02 - mov [edx],eax

| Show disassembler

Tutorial-i386.exe.text+262D7: | Add to the codelist
004272CE - 8B 15 B0666500 - mov edyx,[Tutorial-i386.exe+2566B0] | More information
004272D4 - 8B 45 FO - mov eax,[ebp-10] -

004272D7 - 89 02 - mov [edx],eax << copy memory

EAX=0000037F
EBX=00000000







Confirmation

The generated code is B byte(s) long, but the selected

opcodeis 2 byte(s) long! Do you want to replace the =
incomplete upcode(s’) with NOP's? .

\ ) mﬁ;ﬁ M Cancel




Instruction size clash
Where to add our code?




Solution: auto assembler!

e Auto-allocate memory

e Create complex methods

e Persisting and toggleable

[ENABLE]

alloc(newmem, 2048)
label(return)
alloc(multiplier, 2)
registerSymbol(multiplier)

multiplier:
dd (int)5

newmem:
mov eax, [edx]
add eax, [multiplier]
mov [edx],eax

mov eax, [Tutorial-i386.exe+2566B0]
jmp return

"Tutorial-i386.exe"+272D7:
jmp newmem

nop 2

return:

[DISABLE]
dealloc(multiplier)
unregisterSymbol(multiplier)

dealloc(newmem)
"Tutorial-i386.exe"+272D7:
db 89 ©2 Al BO 66 65 00




alloc(newmem, 2048)
label(return)

Solution: auto assembler!

e Auto-allocate memory

newmem:

jmp return

"Tutorial-i386.exe"+272D7:
jmp newmem

nop 2

return:




alloc(multiplier, 2)
registerSymbol(multiplier)

Solution: auto assembler!

multiplier:
e Auto-allocate memor :
Y dd (int)5
manages labels, variables...
[[]  mutiplier 018E0800 ABytes 5 newmem-.

mov eax, [edx]
add eax, [multiplier]




Solution: auto assembler!

e Auto-allocate memory

e Create complex methods eax, [edx]
eax, [multiplier]
[edx], eax
eax, [Tutorial-i386.exe+2566B0]
return




Solution: auto assembler!

e Auto-allocate memory

e Create complex methods

e Persisting and toggleable

[DISABLE]
dealloc(multiplier)
unregisterSymbol(multiplier)

dealloc(newmem)
"Tutorial-i386.exe"+272D7:
db 89 02 Al BO 66 65 00




Solution: auto assembler!

e Auto-allocate memory "Tutorial-i386.exe"+272D7:

e Create complex methods

e Persisting and toggleable

"Tutorial-i386.exe"+272D7:




registerSymbol (INJECT)
aobscanmodule(INJECT,Tutorial-i386.exe,
89 02 Al BO 66 65 00)

Solution: auto assembler!

e Auto-allocate memory

e Create complex methods

e Persisting and toggleable

INJECT:




[ ENABLE]
alloc(newmem, 2048)
registerSymbol(multiplier)
registerSymbol (INJECT)
aobscanmodule(INJECT,Tutorial-i386.exe,
89 02 Al BO 66 65 00)
i ‘ |
Solution: auto assembler! T
dd (int)5

newmem:

mov eax, [edx]

add eax, [multiplier]

mov [edx],eax

mov eax, [Tutorial-i386.exe+2566B0]

e Auto-allocate memory

e Create complex methods Jmp return
INJECT:
jmp newmem
nop 2

e Persisting and toggleable return:

[DISABLE]
dealloc(multiplier)
unregisterSymbol(multiplier)

dealloc(newmem)

INJECT:

db 89 02 Al BO 66 65 00
unregistersymbol (INJECT)




Memory View

Wwwwwm

Properties

Basis




Entity {
Modify an instruction, suddenly: health = 100;

takeDamage ( damage) { }
e Bugs appear

; : ] . Player : Entity {};
e Making yourself invincible Enemy Entity {};

makes enemies invincible too.

sub , (int)100

e Game crashes takeDamage (100) ;




Finding shared instructions

dissect data/structures §

d by the cod
Cou

Open dissect data with selected addresses

Structure unnamed structure

B ffset-description Address: Value  Address: Value Address: Value

Bnname




Accessed addresses by 1000

ode Address
he following 3 addresses have been a
Address Valu
rk selection as grou
5
k selection as group 2
Scan for commonz

ommonality scanner

Status
Doubleclick to launch structure compare§
Doubleclick to launch structure comparej

s common value 0x1

Structure Compare : RAX Offset 0 G1:01541C40 G2:01541C 2:01542960

Max Level Structsize
2 4096

lement compare size

Only find matching groups

New Scan Rescan



s Memory region

cat ./comm_test
80 F4 23 40
65 F4 8A 40
68 F4 23 40
python ./detect
./comm_test.txt
-2 = F4
0 = 40

Ctrl+C

cIxt
F6
26
F6
_commonalities _memory.py
3



{$1ua}
if syntaxcheck then return end
[ ENABLE]

. . 12sh_counter = @ _
Code complex scripts with LUA 12sh_timer = createTimer(

speedhack setSpeed(500)

12sh_timer.Enabled =
e Complete CE API 12sh_timer.Interval = 100

e Timers, memory scan,
AutoAssembly integration

e GUIl development




Code complex scripts with LUA

e Complete CE API

e Timers, memory scan,
AutoAssembly integration

e GUIl development

function 12SH loop(v_timer)

if ((12sh_counter == -1) or
(12sh_counter == 750)) then
12sh_timer.Enabled false

speedhack setSpeed(1)
return
end

if (getForegroundWindow() ~=
findWindow(null, "flag quest")) then
return

end

if ((12sh_counter % 10) == @) then
doKeyPress(VK_SPACE)

else
doKeyPress (VK _RIGHT)

end
12sh_counter = 12sh_counter + 1

end

12sh timer.OnTimer = 12SH loop



Code complex scripts with LUA

e Complete CE API

e Timers, memory scan,
AutoAssembly integration

e GUIl development

[DISABLE]
speedhack setSpeed(1)
12sh_timer.destroy()




Break an'ace i

Tracer

Breakpoint condition

§ File Search
B —

*) Easy () Complex

text+4083C - mov rcx,[rb>
- call gtutoria e text+41B50
845 - test al,al

Give a formula that must return tr
Example: EAX == 0x1234

text+40898 -
ct+40,




Enable *

-

Speed |20

Frmae YuesT

TROANER
evel 1

Bl coins multiplier [ —

B teleport hotkeys (ZQSD)

B infinite jump

evel 2

B Speedhack + Autoclicker

Unrand




| uacode: put LUA inside your ASM [ aaiaiaat)

local npos = pos+0x424 + 8
npos ~= getAddressSafe("lev3 z") then

Write Comp[ex code print("Updating all CE 3D position vars")
inside of ASM patch local names =

Have full LUA APl access

for _, name in ipairs(names) do
registerSymbol("lev3_ "..name, npos)

Rename register as variables npos = npos - 4

end
end

{$ASM}




THIS IS WHERE
LD PUT {LUNCODE}

AL WIIIII(EI]'







taxcheck then
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It is a serious crime to pirate video games.

Please power off the system and report this
stolen software inmediately.

For more information please visit
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