
Video game hacking:

Cheat Engine Workshop

Lucas PARSY
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pronounced

Aine jean”



● Cheat Engine: cheatengine.org

Resources

● My game, Flag Quest: 
See QR code

Game, writeup &more

● USB key with everything!

tuxlu.fr/talk_vghacking



● Memory scanner and debugger

Cheat     ngine



Cheat     ngine

● Memory scanner and debugger

● AutoAssembly and LUA
scripting

Hook :

retGetGamePlayers_o:

readmem( retGetGamePlayers, 6 )

mov [LocalPlayer],rax

mov rcx, [rax+30]

test rcx,rcx

je short @f

mov [OakPlayerController],rcx

mov rcx, [rcx+488]

test rcx, rcx

je short @f

mov rcx, [rax+30]

mov rcx, [rcx+1988]

test rcx,rcx

je short @f

mov [OakDeveloperPerks],rcx

test byte ptr [rcx+C8],40

jne short @f

or byte ptr [rcx+C8],40

@@:

jmp retGetGamePlayers+6
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● Memory scanner and debugger

● AutoAssembly and LUA
scripting

● GUI ‘trainer’ generator

● Not limited to video games

Cheat     ngine



Finding values

Coins : 0



Finding values

Coins : 4



Finding values

Coins : 20



Finding values

Coins : 4000



Finding values: advanced features



Memory viewer

struct Player
{

int health = 1337;
int ???      = ???;
int ???     = ???;

}



Memory viewer

struct Player
{

int health = 1337;
int strength = 100;
int defense = 200;

}



Data structures

struct Player
{

int health = 1337;
int strength = 100;
int defense = 200;

}



Persisting memory addresses

Reload game
Lose everything!



Persisting memory addresses

Solution: search potentially static addresses
search for all code that points to the address

op [(Address - 1) + 01]

op [(Address - 2) + 02]

op [(Address - 3) + 03]

…

Recursive 
scan



Persisting memory addresses

Problem 1: no results :/



Persisting memory addresses

Problem 2: too many results!



Persisting memory addresses
solution: rescan, and compare results



def player_move():

if collision("coin"):

coins += 1

if collision("door"):

if has_key:

open_door()

if button("down"):

crouch()

What if we don’t search a value?

How to search for a condition?
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What if we don’t search a value?

How to search for a condition?:
code filter

def player_move():

if collision("coin"):

coins += 1

if collision("door"):

if has_key:

open_door()

if button("down"):

crouch()



Instruction patching

ASM, help!

def player_move():

if collision("coin"):

coins += 1

if collision("door"):

if has_key:

open_door()

if button("down"):

crouch()



Instruction patching

ASM primer

jg if >
jl if <

je  if ==
jne if !==

add +=
sub -=

mov x=y nop do nothing
(padding)



Instruction patching

Replace the has_key condition

def player_move():

if collision("coin"):
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if has_key:
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if button("down"):

crouch()
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Instruction patching

Replace the has_key condition

def player_move():

if collision("coin"):

coins += 1

if collision("door"):

if not has_key:

open_door()

if button("down"):

crouch()



Instruction patching

Replace the has_key condition



Instruction patching

What if we could do it from known memory addresses?



Instruction patching: problems

Less obvious instructions 

where add ?



Instruction patching: problems

Instruction size clash



Instruction patching: problems

Instruction size clash
Where to add our code?



Autoassemble

Solution: auto assembler!

● Auto-allocate memory

● Create complex methods

● Persisting and toggleable

[ENABLE]

alloc(newmem,2048)

label(return)

alloc(multiplier, 2)

registerSymbol(multiplier)

multiplier:

dd (int)5

newmem:

mov eax, [edx]

add eax, [multiplier]

mov [edx],eax

mov eax, [Tutorial-i386.exe+2566B0]

jmp return

"Tutorial-i386.exe"+272D7:

jmp newmem

nop 2

return:

[DISABLE]

dealloc(multiplier)

unregisterSymbol(multiplier)

dealloc(newmem)

"Tutorial-i386.exe"+272D7:

db 89 02 A1 B0 66 65 00



Autoassemble

Solution: auto assembler!

● Auto-allocate memory

Template -> Code Injection
alloc(newmem,2048)

label(return)

newmem:

// your code here

jmp return

"Tutorial-i386.exe"+272D7: //original         

jmp newmem address

nop 2

return:



alloc(newmem,2048)

label(return)

alloc(multiplier, 2)

registerSymbol(multiplier)

multiplier:

dd (int)5

newmem:

mov eax, [edx]

add eax, [multiplier]

jmp return

"Tutorial-i386.exe"+272D7:

jmp newmem

nop 2

return:

Autoassemble

Solution: auto assembler!

● Auto-allocate memory
manages  labels, variables…



Autoassemble

Solution: auto assembler!

● Auto-allocate memory

● Create complex methods

alloc(newmem,2048)

label(return)

alloc(multiplier, 2)

registerSymbol(multiplier)

multiplier:

dd (int)5

newmem:

mov eax, [edx] //coins += multiplier

add eax, [multiplier]

mov [edx],eax

mov eax, [Tutorial-i386.exe+2566B0]

jmp return

"Tutorial-i386.exe"+272D7:

jmp newmem

nop 2

return:



Autoassemble

Solution: auto assembler!

● Auto-allocate memory

● Create complex methods

● Persisting and toggleable

Template -> Full Injection

[ENABLE]

alloc(newmem,2048)

label(return)

alloc(multiplier, 2)

registerSymbol(multiplier)

multiplier:

dd (int)5

newmem:

mov eax, [edx] //coins += multiplier

add eax, [multiplier]

mov [edx],eax

mov eax, [Tutorial-i386.exe+2566B0]

jmp return

"Tutorial-i386.exe"+272D7:

jmp newmem

nop 2

return:

[DISABLE]

dealloc(multiplier)

unregisterSymbol(multiplier)

dealloc(newmem)

"Tutorial-i386.exe"+272D7:

db 89 02 A1 B0 66 65 00



Autoassemble

Solution: auto assembler!

● Auto-allocate memory

● Create complex methods

● Persisting and toggleable

[ENABLE]

alloc(newmem,2048)

label(return)

alloc(multiplier, 2)

registerSymbol(multiplier)

multiplier:

dd (int)5

newmem:

mov eax, [edx] //coins += multiplier

add eax, [multiplier]

mov [edx],eax

mov eax, [Tutorial-i386.exe+2566B0]

jmp return

"Tutorial-i386.exe"+272D7:

jmp newmem

nop 2

return:

[DISABLE]

dealloc(multiplier)

unregisterSymbol(multiplier)

dealloc(newmem)

"Tutorial-i386.exe"+272D7:

db 89 02 A1 B0 66 65 00



Autoassemble

Solution: auto assembler!

● Auto-allocate memory

● Create complex methods

● Persisting and toggleable

[ENABLE]

alloc(newmem,2048)

registerSymbol(multiplier)

registerSymbol(INJECT)

aobscanmodule(INJECT,Tutorial-i386.exe,

89 02 A1 B0 66 65 00)

multiplier:

dd (int)5

newmem:

mov eax, [edx] //coins += multiplier

add eax, [multiplier]

mov [edx],eax

mov eax, [Tutorial-i386.exe+2566B0]

jmp return

INJECT:

jmp newmem

nop 2

return:

[DISABLE]

dealloc(multiplier)

unregisterSymbol(multiplier)

dealloc(newmem)

INJECT:

db 89 02 A1 B0 66 65 00

unregistersymbol(INJECT)

Template -> AOB Injection



Autoassemble

Solution: auto assembler!

● Auto-allocate memory

● Create complex methods

● Persisting and toggleable

[ENABLE]

alloc(newmem,2048)
registerSymbol(multiplier)
registerSymbol(INJECT)

aobscanmodule(INJECT,Tutorial-i386.exe,

89 02 A1 B0 66 65 00)

multiplier:

dd (int)5

newmem:
mov eax, [edx] //coins += multiplier

add eax, [multiplier]

mov [edx],eax
mov eax, [Tutorial-i386.exe+2566B0]
jmp return

INJECT:

jmp newmem
nop 2

return:

[DISABLE]
dealloc(multiplier)

unregisterSymbol(multiplier)

dealloc(newmem)

INJECT:

db 89 02 A1 B0 66 65 00
unregistersymbol(INJECT)



Level 3: thinking 3D

● Where 3D angles?

● Uses quaternions,
rotation matrices
and radian angles

● See Godot docs for 
more infos.



Finding shared instructions

Modify an instruction, suddenly:

● Bugs appear

● Making yourself invincible
makes enemies invincible too.

● Game crashes

class Entity {

int health = 100;

public:

void takeDamage(int damage) { }

};

class Player : public Entity {};

class Enemy : public Entity {};

player.takeDamage(100); enemy.takeDamage(10);

sub rax, (int)100



Finding shared instructions

Solution 1:  

● "Find out what addresses this 
code access”

● Sellect all: “dissect data”.

● Compare value in groups



Finding shared instructions

Solution 2:  

● Auto-find common values
between different calls

● Compare structures with 
only unique distinct values 



Finding shared instructions

Solution 3: manual search

● Some “static” values change only 
when relaunching the game

● “Find commonalities” does 
not work across game reboots

● Use some scripts to help scans

cat ./comm_test.txt
80 F4 23 40 F6
65 F4 8A 40 26
68 F4 23 40 F6

python ./detect_commonalities_memory.py
./comm_test.txt 3

-2 = F4
0 = 40



LUA autoclicker

Code complex scripts with LUA

● Complete CE API

● Timers, memory scan,
AutoAssembly integration

● GUI development

{$lua}
if syntaxcheck then return end
[ENABLE]

l2sh_counter = 0
l2sh_timer = createTimer(nil)

speedhack_setSpeed(500)
l2sh_timer.Enabled = false
l2sh_timer.Interval = 100 -- spam keys 
every 0.1s

function l2SH_loop(v_timer)

if ((l2sh_counter == -1) or
(l2sh_counter == 750)) then

l2sh_timer.Enabled = false
-- stop after 75s or manual interrupt

speedhack_setSpeed(1)
return

end

if (getForegroundWindow() ~=
findWindow(null, "flag quest")) then

return -- do not keypresses when
game window is not focused

end

if ((l2sh_counter % 10) == 0) then
doKeyPress(VK_SPACE) 
-- 1/10 space keypress

else
doKeyPress(VK_RIGHT)

end
l2sh_counter = l2sh_counter + 1

end

-- put this AFTER method definition
l2sh_timer.OnTimer = l2SH_loop
l2sh_timer.Enabled = true

[DISABLE]
speedhack_setSpeed(1)
l2sh_timer.destroy() --important!



LUA autoclicker

Code complex scripts with LUA

● Complete CE API

● Timers, memory scan,
AutoAssembly integration

● GUI development

{$lua}
if syntaxcheck then return end
[ENABLE]

l2sh_counter = 0
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LUA autoclicker

Code complex scripts with LUA

● Complete CE API

● Timers, memory scan,
AutoAssembly integration

● GUI development

{$lua}
if syntaxcheck then return end
[ENABLE]

l2sh_counter = 0
l2sh_timer = createTimer(nil)

speedhack_setSpeed(500)
l2sh_timer.Enabled = false
l2sh_timer.Interval = 100 -- spam keys 
every 0.1s

function l2SH_loop(v_timer)

if ((l2sh_counter == -1) or
(l2sh_counter == 750)) then

l2sh_timer.Enabled = false
-- stop after 75s or manual interrupt

speedhack_setSpeed(1)
return

end

if (getForegroundWindow() ~=
findWindow(null, "flag quest")) then

return -- do not keypresses when
game window is not focused

end

if ((l2sh_counter % 10) == 0) then
doKeyPress(VK_SPACE) 
-- 1/10 space keypress

else
doKeyPress(VK_RIGHT)

end
l2sh_counter = l2sh_counter + 1

end

-- put this AFTER method definition
l2sh_timer.OnTimer = l2SH_loop
l2sh_timer.Enabled = true

[DISABLE]
speedhack_setSpeed(1)
l2sh_timer.destroy() --important!



● Debugger: ultra powerful

Nice CheatEngine features

conditional breakpoints Flow chartsstack trace



● Speedhack: it just works

● GUI generator: very powerful
but long topic

● Unrandomizer: never works

● Mono Features: better use Unity Explorer directly

Nice and useless CheatEngine features



● Luacode: put LUA inside your ASM

The best worst CheatEngine feature

● Write complex code 
inside of ASM patch

● Have full LUA API access

● Rename register as variables

code:
cmp r9,rax
jne end

{$LUACODE pos=RBX}

local npos = pos+0x424 + 8 -- Z pos addr
if npos ~= getAddressSafe("lev3_z") then

print("Updating all CE 3D position vars")

local names = {"z", "y", "x", "sz2", 
"sz1", "sz0", "sy2", "sy1", "sy0", "sx2", 
"sx1", "sx0"}

for _, name in ipairs(names) do
registerSymbol("lev3_"..name, npos)
-- going backward in memory
npos = npos - 4

end
end
{$ASM}

end:
movups [rbx+00000420],xmm2 // original 

instruction for setting sz2
jmp return



● Luacode: put LUA inside your ASM

● Bugged at the moment
Need to add a space after your 
comments lines at the start 
of your cheat

● Not optimized

● May crash your game

● Consider
write C inside your ASM

{$CCODE}

The best worst CheatEngine featureworst



● I changed a value and my game crashed!
-> welcome to CE. It will do that.

● My “find what writes/access” 
address search has no result

-> you already have a scan running,
but the window is hidden behind another.

● I added My AutoAssembly cheat 
to the codelist, but I can’t enable it 

-> you clicked on “execute” and it already
patched the game. Relaunch the game.

Common Cheat Engine problems 1



● I did a scan, saved my results in a file.
Redid a scan, saved to the same file.
Now the scan doesn’t work.

-> Just don’t do that

● My LUA script runs twice!
-> you forgot to add

I launched a LUA script that never terminates,
modified it and restarted it. Now I have bugs.

->  Relaunch Cheat Engine :/

Common Cheat Engine problems 2

if syntaxcheck then return end



code
caves

Next steps

Other
Game 

Hacking
tools

plugins

Float ASM

.1

Kernel debug

Trainer 
GUI



tuxlu.fr/talk_vghacking

https://tuxlu.fr/talk_vghacking
https://tuxlu.fr/talk_vghacking


tuxlu.fr/talk_vghacking

https://tuxlu.fr/talk_vghacking
https://tuxlu.fr/talk_vghacking


thank you.
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